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Agenda

• HSE Overview

• HSE FW & Documentation

• HSE Memory Layout

• HSE Firmware Install & Update

• HSE OTA

• HSE Recovery Mode

• HSM FW Handshake

• HSE Key Management & Crypto Services

• HSE Secure Boot

• HSE Lifecycle & Host Debug Access

• Some Important Notes



EXTERNAL USE2

HSE OVERVIEW
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Overview
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HSE NATIVE SECURITY SERVICES
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HSE CRYPTOGRAPHIC SERVICES
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HSE INTERFACE

Note:
By default, only MU0 is enable, The 

Application can  enable more MU using “Set 

Attribute” service
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HSE FW & 

DOCUMENTATION
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DOC AND HSE-FW

HSE FW Reference 

Manual (detailing the HSE 

configuration & usage)

NXP HSE FW package:

- binary and interface (.h files)

- HSE Service API RM

HSE FW Demo App package:

- Sample code (scripts, readme)

- HSE FW FAQ, 

- HSE Demo App installer.

Design : Product Information : Automotive SW - S32K3 - HSE Firmware (flexnetoperations.com)

https://nxp.flexnetoperations.com/control/frse/product?child_plneID=833227
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HSE – Related Documents on Docstore

DOC store : https://www.docstore.nxp.com/
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HSE – HSE FW
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HSE – HSE FW
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HSE DEMO APP

✓ Focused approach on HSE service interface

✓ Provides bare metal sample codes for HSE services for ease of use and understanding

✓ Released along with HSE-Firmware

✓ ReadMe document
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HSE Demo APP
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HSE MEMORY 

LAYOUT
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S32K3x4 HSE MEMORY LAYOUT
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S32K3x2 HSE MEMORY LAYOUT
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S32K3
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HSE FW INSTALL & 

UPDATE
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HSE IVT
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INSTALL HSE FW METHODS

• Method 1: Program the encrypted image of HSE FW at start location of code flash area i.e. 0x00400000 
and give a reset. SBAF installs the HSE FW after reset. 
• Method 2: Program the address encrypted image of HSE FW in IVT and program the encrypted HSE FW 
image at the provided address. After programming, provide a reset. 
• Method 3: Installing the HSE FW through MU interface. Refer to HSE FW reference manual for more 
details. The advantage of this approach is that user doesn’t need to program the encrypted image in flash. 
It can be saved in RAM also. 
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1. The programming entity programs the images IVT in application flash block.

2. The programming entity programs HSE FW Image in application flash block.

3. The programming entity program application image in application flash block and issues a reset.

4. Upon next boot HSE will decrypt, authenticate and program the HSE FW image in secure code area. It will boot the 

application and HSE FW.

INSTALLATION ON A VIRGIN DEVICE FOR FULL MEM
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FLASH MEMORY LAYOUT FOR FULL MEM
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1. The programming entity programs the images IVT in application flash block.

2. The programming entity programs A/B swap HSE FW Image in application flash block.

3. The programming entity program application image in application flash block and issues a reset.

4. Upon next boot HSE will decrypt, authenticate and program the HSE FW image in secure code area. It will program 

A/B swap enable configuration parameters and issue reset.

INSTALLATION ON A VIRGIN DEVICE FOR A/B SWAP
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FLASH MEMORY LAYOUT FOR A/B SWAP
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1. The Application receives a new image of HSE Firmware (pink image) from a Programming Entity

2. Application stores the image in application NVM area in case of one-shot mode or in RAM area in case of streaming mode.

3. The Application requests for a firmware update service.

4. The current running firmware after doing the basic sanity check erases the backup firmware from data flash.

HSE FIRMWARE UPDATE FULL MEM DEVICE
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5. The HSE decrypts new firmware, verifies it and programs it in the data flash.

6. After successful programming of the new firmware, it passes the control to SBAF.

HSE FIRMWARE UPDATE FULL MEM DEVICE
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7. SBAF restores the firmware from data flash to code flash.

8. SBAF passes the control to new firmware.

9. New firmware sends the response back to application.

HSE FIRMWARE UPDATE FULL MEM DEVICE
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1. The Application receives a new image of A/B swap HSE Firmware 

(pink image) from a Programming Entity and store it in its NVM

2. The Application copies itself and IVT in block 0,1 NVM

3. The Application issues firmware update service request to HSE

4. The HSE decrypts, verify and copies the A/B swap HSE firmware 

to block 1 NVM.

5. HSE programs the A/B swap counter value

6. HSE program the A/B Swap enable flag in UTEST

7. HSE FW sends the response to Application.

8. Application issue a reset to switch to Active block.

HSE FIRMWARE UPDATE FROM FULL MEM TO A/B SWAP
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FROM FULL MEM TO A/B SWAP
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• The Application programs the new HSE FW Image in flash

• The Application copies itself or the new image of application to Block 2,3

• The Application issues Firmware update command to HSE

• HSE decrypts, programs and verifies the new HSE FW in block 2,3

• HSE increments OTA counter of passive block and returns response

• If response is success (OTA), App issues ACTIVATE_PASSIVE_BLOCK service 

and reset.

HSE FIRMWARE UPDATE FROM A/B SWAP TO A/B SWAP
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FROM A/B SWAP TO A/B SWAP
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FROM A/B SWAP TO A/B SWAP
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HSE – Install Firmware Demo – Method2

S32K312 Demo

The installation of  AB swap FW, update Full mem -> AB swap , 

is irreversible,

The AB swap device cannot change to Full mem, the OTA enable Flag 

is in UTEST( OTP- one time program )

S32K3x4 Demo
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HSE – INSTALL HSE-FW
For K312 install HSE FW 

– full mem

linker

Make sure HSE FW path is correct
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HSE – INSTALL HSE-FW

Build and debug the project

1. Enable HSE FW usage, OTP operation 

OTP – one time program

2. config clock option B , write DCF and 

FXOSC, OTP operation

3. Check HSE MU status, stuck here if 

without HSE FW 

Need to reset for SBAF install the HSE FW

4. After reset and pass the status check, 

Get the HSE FW version  means  the 

HSE FW is already installed
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HSE OTA
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Update Application for A/B SWAP
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Rollback Application for A/B SWAP
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SW32K3x4 OTA DEMO
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SW32K3x4 OTA DEMO
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SW32K3x4 OTA DEMO
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HSE RECOVERY 

MODE
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Recovery Mode – Secure Recovery Mode

The recovery mode allows the host to recover from following abnormal situations

✓ IVT is not present or corrupted 

✓ There is 8 consecutive functional or destructive resets. 

✓ Secure boot authentication of application image failed. 

✓ Can be disabled by clearing bit number 22 and 23 in register “DCMRWP1”. 
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Recovery Mode – Secure Recovery Mode

✓ In Secure Recovery mode, the HSE subsystem boot the Secure Recovery Application after its authenticity 

vs. ADKP is confirmed (see the below figure). 

✓ eeds to be enabled by HSE_SECURE_RECOVERY_CONFIG_ATTR_ID. 

✓ The start address and the size of the secure recovery application must be provided in the IVT and Secure 

Recovery Application includes random IV. 

Offset in IVT
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Recovery Mode – JTAG Recovery Mode

If the Secure Recovery Mode fails, the device enters JTAG Based Recovery Mode. 

the HSE subsystem waits for debugger 

connection (that must be authenticated when 

LC is OEM_PROD or IN_FIELD) and then 

releases the host from reset at a predefined 

address 0x20400100 to a ram application 

with application core in sleeping mode. 
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HSE FW HANDSHAKE
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HSE FW HANDSHAKE



EXTERNAL USE49

REINSTLL FW VIA MU IN CASE A/B SWAP
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KEY MANAGEMENT & 

CRYPTO SERVICES
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HSE KEY ATTRIBUTES & STORAGE LOCATIONS
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HSE KEY CATALOGS
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31 ~ 24 23 ~ 16 15 ~ 8 7 ~ 0

0 Key catalog ID Key group index Key slot index
KEY Handle

HSE KEY CATALOG FORMAT EXAMPLE

The key catalog formatting 

takes as inputs: 
✓ A pointer to the NVM key catalog 

configuration

✓ A pointer to the RAM key catalog 

configuration
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KEY IMPORT / EXPORT
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ADDITIONAL KEY PROVISIONING SERVICES



EXTERNAL USE56

HSE CRYPTO SERVICES
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HSE CRYPTO SERVICES



EXTERNAL USE58

HSE CRYPTO DEMO
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HSE CRYPTO DEMO
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HSE CRYPTO DEMO
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HSE CRYPTO DEMO
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SECURE BOOT
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Basic Secure Boot 

✓ Only one application core is enabled (specified in IVT)
✓ GMAC based Authentication used with a key derived from ADK/P.
✓ Can be used only if SMR/CR based Secure Boot is not used.

Advanced Secure Boot

✓ Enables single or multiple cores (defined in the Core Rest table)
✓ Supports Symmetric Authentication Scheme (AES-CMAC, GMAC, HMAC, XCBC-MAC etc.)
✓ Supports RSA and ECC Signature verification schemes.
✓ Supports encrypted images (AEAD-GCM, AES-CTR)

HSE SECURE BOOT MODE
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SHE Based Secure Boot

✓ Emulates SHE protocol based secure boot operation
✓ Can be enabled for any one core. SHE supports only CMAC based authentication scheme with user BOOT_MAC key.
✓ It is a variant of SMR Boot - the first entry into SMR (entry at index 0) can be used for SHE secure boot operation. HSE 

firmware identifies SHE secure boot by reading the Key handle in the SMR. If the key handle at entry index 0, is SHE 
BOOT_MAC key then HSE Firmware will initiate a SHE secure boot.

HSE SECURE BOOT MODE
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HSE SECURE BOOT MODE



EXTERNAL USE67

➢ Application Bootloader either in non-secure 

way or  secure way by HSE.

➢ To support the Basic Secure Boot (BSB) the 

App Bootloader header includes some extra 

configurations such as Authentication Tag, 

Core ID

➢ The App Bootloader is signed by the Host using 

the “HSE Boot Data Sign” service. The 

generated tag has to be stored at the end of the 

header.

NOTE: APPBL will be ignored if SMR/CR 

installed

BASIC SECURE BOOT
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A secure memory region
(SMR) is defined by a start
address and a size,
associated to a proof of
authenticity, either a MAC or
an RSA/ECC signature,
which authenticates the 
region’s content.

ADVANCED SECURE BOOT
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SMR INSTALL
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SMR VERIFY
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SMR PARAMETERS
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CR PARAMETERS
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BOOT SEQUENCE EXAMPLE
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BOOT SEQUENCE EXAMPLE
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RESET STRATEGIES
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SMR / CR VERIFICATION & SANCTIONS
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BOOT SEQUENCE EXAMPLE
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BOOT SEQUENCE EXAMPLE
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SECURE BOOT DEMO

The Demo includes secure boot cfg and app project. 
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SECURE BOOT DEMO – A/B SWAP
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SECURE BOOT DEMO – A/B SWAP
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LIFE CYCLE & HOST 

DEBUG ACCESS
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LIFE CYCLE INTRODUCTION

LC state Description

CUST_DEL Device (i.e., NXP’s IC) delivered to system integrator (i.e., NXP’s customer) for ECU manufacturing and initial configuration.

OEM_PROD ECU (device) delivered to the OEM for vehicle integration and final configuration.

IN_FIELD ECU integrated in the vehicle and operating, this is the state of normal device use (and most secure state).

PRE_FA Provide capabilities with Failure Analysis.

FA ECU (device) failure, this is the state for functional testing of the IC.

The Life Cycle (LC) is an important one-way internal device state closely related to ECU manufacturing, vehicle 

integration and failure analysis, which restricts access to certain HSE functionalities and debugging options.

LC state Host debugging capabilities

CUST_DEL Host debug open (unrestricted)

OEM_PROD Host debug protected (with ADKP) or permanently disabled (see DEBUG_DISABLE)

IN_FIELD Host debug protected (with ADKP) or permanently disabled (see DEBUG_DISABLE)

PRE_FA Host debug protected (with ADKP) or permanently disabled (see DEBUG_DISABLE)

FA Host debug open

The below table lists the host debugging capabilities that are available depending on the LC state. 
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LIFE CYCLE INTRODUCTION

The LC can be advanced by two methods:

•  The LCW in the IVT, changed by SBAF during 

start-up (reset)

•  The HSE system attribute management service, 

changed by HSE during run-time

Pay special attention to the several points:

•  Revert to a previous LC state is never possible

•  The LC transition to PRE_FA|FA is only by NXP

•  The LC transition to OEM_PROD|IN_FIELD is only 

possible when ADKP provisioned

•  The LC transition is not possible through LCW in 

IVT if the user has installed the HSE FW

The LC states link with the HSE FW installation 

and configuration phases.
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LIFE CYCLE INTRODUCTION

Some important One Time Programmed 

(OTP) fields (mainly for JTAG debug 

protection feature) in UTEST Flash area 

which were used in this project are 

shown in the right table.

To realize the JTAG debug protection 

feature, the users must strictly follow the 

below work sequence.

Program ADKP

Advance LC

Secure Debug
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PROGRAM ADKP

The 128-bit Application Debug Key / Password (ADKP) is a very important OTP HSE system attribute, which 

closely related to such as secure debug, LC advancement and IVT authentication features. 

HSE system attributes Size Description

AUTH_MODE 8 bits
- When 0(default): static authentication (password) 

- When 1: dynamic authentication (challenge / response)

ADKP 128 bits
- If AUTH_MODE equals 0, ADKP is a password 

- If AUTH_MODE equals 1, ADKP is a cryptographic key

ADKP_MASTER 8 bits

- When 0 (default): the input value is ADKP and is written “as is” in secure NVM

- When 1: the input value is considered as a master debug key and is diversified with the device’s 

UID before being written in secure NVM
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PROGRAM ADKP – NORMAL ADKP PROVISIONING

This is the commonly used ADKP provisioning process (only allowed in CUST_DEL LC with SU rights), which 

requires the user to provide the pointer to 16 bytes of plain ADKP stored in user space.

Without UID diversified

- This allows to provision a device-dependent 

debug key (or password) and use the ADKP 

as a master debug key

- The device-dependent key can be calculated 

based on the UID and the knowledge of the 

master debug key is never shared

With      UID diversified
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SECURE DEBUG – AUTHENTICATION MODE

The host debug is either open or protected (closing the debugger access through the JTAG interface, until the 

SBAF authenticates the debugger successfully) depending on the LC state. 

There are two available secure debug authentication modes, which can be configured by the host via the HSE 

“set attribute” service (HSE_DEBUG_AUTH_MODE_ATTR_ID), only allowed in CUST_DEL LC stage. 

Authentication mode Description

Static (Password) The ADKP is a password which is provided in plain form by the debugger.

Dynamic (Challenge Response) The ADKP is a key which is used by the debugger to calculate a response to a random challenge.

Static or dynamic 

authentication

Use UID as a diversification 

parameter

Static Without UID diversified

Static With      UID diversified

Dynamic Without UID diversified

Dynamic With      UID diversified

The debugger runs the authentication process through the JTAG 

interface via two registers:

•    JIN     is a 256-bit input   data register (debugger → device)

•    JOUT is a 256-bit output data register (device → debugger)

When the debugger authentication fails, the debugger must reset the device before trying to connect again and 

authenticate itself.
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SECURE DEBUG – AUTHENTICATION MODE

• Static

− The debugger is expected to provide the 

same preconfigured password after each 

reset for debug unlocking.

• Dynamic

− The debugger is expected to write a 

different response after each reset.
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SECURE DEBUG DEMO AND AN
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SOME IMPORTANT 

NOTES
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NOTE -- HSE Doesn’t WORK AFTER FAST WAKEUP

✓ When using fast wakeup, the HSE is not initialized and can not be use after boot
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NOTE -- INCONSISTENT DATA BY CACHE

✓ The M7 core and HSE have data synchronization problems. Pay attention to putting some key information 

in the non-cacheable area.

✓ Any variables(hseSrvDescriptor, input/output length/size…) used in the interaction between the core and 

HSE need to be placed in a non-cacheable area (DTCM, non-cacheable SRAM…). 

MCAL BSS

MCAL DATA

PROGRAM CODE LINKFILE
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NOTE -- HSE FW & SBAF COMPATIBILITY

Full mem SBAF version 00 05 00 00   00 09 04 00

AB swap SBAF version 01 05 00 00   00 09 04 00

✓ Check with latest HSE RM document to update sBAF to make it full compatibility with HSE FW.
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NOTE – CLOCK CONFIGURATION

✓ The proper operation of the HSE subsystem depends on 

the correct configuration of the clocks CORE_CLK, 

HSE_CLK, AIPS_SLOW_CLK, AIPS_PLAT_CLK, etc. 

Therefore, users need to follow the clock option in the 

S32Kxx-RM, otherwise the HSE may not operate properly, 

or even HSE FW will be erased.

✓ Note that K312 cannot be configured as clock option A
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NOTE – HSE CLOCK GASKET SETTING FOR S32K312 

31.8 Reduced clock mode configuration

If you use clocking option B (Reduced clock mode 

configuration), the application sets the “dcf_client_utest_misc”  

DCF record to enable Reduced Clock mode. See the DCF 

clients file attached to the S32K3xx reference manual for 

more information on DCF records.

Must write DCF to configure FXOSC frequency and option B 
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NOTE – HSE GPR

✓ The HSE GPR(0x4039C028) provides some information about the internal working status of the HSE. In case of some 

abnormal conditions that prevent the HSE from working or the firmware is erased, the user should immediately check 

the HSE GPR value and save it for further analysis.
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NOTE – FLASH synchronization

✓ To avoid synchronization issues, HSE 

Firmware sets the write block whenever 

it is executing or reading from a block 

and sets the read block 

CONFIG_GPR3 at the address 

(0x4039C028).

Don't neglect not to perform HSE key 

related operations after operating 

MCAL-EEEPROM to avoid D-FLASH 

read/write conflicts



EXTERNAL USE99

✓ The FLASH will continue to be occupied after the HSE execution service is completed, and if the M7 core performs 

the FLASH erase or write, the operation will fail.

✓ In debug window, found c40 flash - Module Configuration 

Status (MCRS) - Program and Erase Protection Error (PEP) 

report an error.

NOTE – FLASH synchronization
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NOTE – HSE FIRC divider in RTD 2.0.0 clock init

✓ After the HSE FW is installed, the highest 3 bits of 

the GPR register are set to 0, which means that the 

application core cannot change the FIRC divider. 

However, the current RTD 2.0.0 code doesn’t check 

and  change it directly, that makes Hardfault.

Add the FIRC access checking code 
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NOTE – S32K324 install HSE FW failed and can’t erase chip

✓ The newly shipped chip(probably after June or July 

of '22.) S32K324 is different from the sample 

P32K344 and already comes with the latest SBAF, 

which cannot support the old version of HSE FW 

installation.

After downloading the HSE FW install project (K3x4 ab swap 

0.1.1.0) using PE micro, the chip will enter an unknown error 

state causing the chip not to be erased.

Need to use Jlink or Lauterbach to write it once to restore it to

normal.
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NOTE -- SRAM SIZE

✓ HSE core has SRAM internal, so there is no need to reserve SRAM memory for HSE. The total SRAM in link file 

could be used by application, while it is changed in example applications.
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NOTE -- S32K3X4 ITCM & DTCM SIZE
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NOTE – Changes in the new released HSE FW (0.2.1.0)

When using RTD 201, the HSE 

interface has been replaced with 

0.2.1.0(full mem)

If the firmware version used by the 

K344 is 0.1.1.0, an error will occur 

when executing the SMR install 

service in the secure boot demo.

Be careful with the HSE interface, 

it should be the same as the HSE 

FW version

Otherwise, some HSE services 

may not execute properly(e.g.

secure boot – SMR install)

The HSE FW in the chip and HSE interface header file version need to be 

the same




